NO: DATE

GOVERNMENT OF INDIA
INDIAN AIR FORCE

DEPOT INFORMATION TECHNOLOGY
11BRD AIRFORCE STATION OJHAR

INVITATION OF BIDS FOR PROCUREMENT OF
BID SYSTEM

OR PR 21 724117 BM 24

1. The Bide ame invited on betalf of the President of India through 'Open Tender Enguiry
Under Two Bid System' by the Dapot Information Technology 11 BROD, AF for IT training courses
as listed in Part -Il of this RFP. The tender referehce number 11BRDVAT24//IT BM.I| dated
05 Dec 24 can be downloaded at hitps:Meprocune gov.infeproctelapy Pleass super scribe the
ahove mertioned Title, RFF number and date of agening of the Bids on the sealed envelopa to
avoid tha Bid being declared imvalid.

2 The address and contact numbers for sending bids, Mandatory Documents & s=eking
clarfication as explicitly asked fo in this RFP are given below:-

(a) Bida/gueries 10 ba addressed (o the following: -

Air Officer Commanding,
11 BRD

Air Force Statlon

Ojhar, Nashik- 422221

(b} MName & designation of the contact person:

Depot Information Technology Officer (DITO),
11 BROD,
Alr Force Station, Ojhar

(d) Telephane no of the contact parson: 02550 276641 Extn: (11BRD) T450/7456

{g)  E-mall IDs of the contact person. tapti.1866@gov.in
& This RFP Is divided into five pars &3 follows: -

(a) Part | - Coptans genaral information and instructions for the bidders about the RFP
such as time. piace of submission and apening of tenders, valkdily pariod of tenders sic.

(b)  Pant |l - Contains essential details of the llema/services required, such as Lhe schadule
of requirements (SOR), lechnical specifications, delivery period, mode of delivery and
consignee delails B

()  Partlll - Contmns standard conditicns of RFP, which will farm pan § W’ﬂd with
the successhul bidder,




(d) Pant V- Contains special conditions applicable to this RFP and which will aiso form
pan of the contract with the successful biddar,

{e) PartV- Contains evaluation oritetia and format for price bids,

a Clatification, f any, rust be sought in writing from Depot Information Techtiology, 11BRD,
within D7 deye of the msue of the RFP. Online guenes would bs accepled from prospective bidders
and can be forwarded online on or before 13 DEC 24 by 1300 Hra. The rep of Dapot IT would
answer all quires which have bean misad Inwriting to Depot Information Technology.

5. This RFF is baing issusd with no financial commitments and the blyer resamves the rights 1o
charige of vary any part thersol &l any stage. Huyer alto reserves the righis 1o withdraw the RFP,
should it becoma necassary al any stage

Please super scribe the above mentioned Title, RFP number and date of opening of the Bids
on the sealed envelope lo avoid the Bid being declared invalid.

)

-

{J-agﬁ;n Kumar)

Wing Commpander
Dapot IT Officer
For Alr Officer Commanding

]

[Jagmohan Kumar)

Wa Cdr
Depot IT Officer
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PART |

1. The crlical dates with respect o' lender reference no. 11BRDMTZ4MNT BM-l dated
06 Dec 24 is appended balow -

CRITICAL DATE SHEET

ﬁlu Iterm Date Time

(a) | Publishing of Tender 0B DecZ4 | 1430 Hrs

(b)  Bid Document Download | 96Dec24 | 1430 Hrs |

(c)  Clarification Start 06 Dec24 | 4000 Hrs

(d) | Clarification End | 13Dec24 | 4000 Hrs

{e) | Bid Subimission Start 06 Dec 24 | 1430 His I
(0 | Bid Submission End 270ec24 | 1000 Hrs

{g) | Gpening of Technical Bid Z7Dec24 | 1100Hrs.

Wil bpe intmated afler
ih) | Openng of Commercial Bid Eﬁptanm of the Technical

Note: The sealed Bids should he depositedireached by the dus date and time. Bids receivad atter
due data will nol be considerad The resporgibility to ensure this ies wilth the Bidders.

B patem:  Sealad Bids should be ehar dropped
in the Tm-rdar Elux h&pt neas Ilnh-l Euan:l Flunm Alr an Station, Ojhar, Nashik-422221 marked
se “Bid for IT Training courses at 11 BRD™ prior to bid submission closing date and time or-sant
by registerad post at the address given abiove. 8o as o reach by due date afid tima. Lale lenders
will ot be consideiad. No respansibility will be taken for postsl detay or non-deliverynon-receipt of
Bid documents: Bids sant by FAX or e-mail will not be considerad.

3. Manner of depositing the Bids:  The proposals shall be submitied In single copy.
Technical Bid and Commercial Bid Performa are placed at Annexurs ‘I' & ‘lll' respectivaly It is 1o
he noted that Techinical and Cammaercial Bid ars 1o be submitted as per enciosed Perforrma only,
falling which, will lead io rejection of Technical snd Commercial Offer. Both the Bids should be
saalad in two separate snvelopes and suitably marked as “Technical Bid | "Commercial Bid'
giving reference and date of this bid. Bids in which technical and commercial aspects are combined
shall ot be considered. These two snvelopes further are 1o be enclosed in a combined bigger
envelope, This ewelope should be marked boldly as

“TECHNICAL AND COMMERCIAL BID FOR TENDER NO.

ABRDIAT24/17T 5M1| DATED 06 Dac 24
PROCU OF IT TRAINING COURSES

“NOT TO BE OPENED AT CENTRAL REGISTRYY
5




4.

Tender NO: 11 T2401 TED D& 24

Mandatory Document:  The follewing mandatory documents are 1o be submiied slang

with Technical Bid. Non submission of mandatory document would leads 1o rejection of bids

6:

{a)  Eamest Monay Deposit (EMD)

(b} GST Reg Ceificate

(¢} Copy of RFP duly stamped and ink signed on all pages

(d)  Tender Avcaptanca Lalter (Annexure-TV of RFF)

(e}  Certificates/Documents: All mandattry cedificates/docuimants must be submitied

alter signature/authentication as per Annexure ‘I, Ink signed annexure ‘I' & ‘I' Is also o
be submitted.

Inatitute Profile: The Instiute 18 requirad to meet the fallowing efigibiity oriteria to participate

and submit the required/relevant certificates to thie effects along with the Technical bid: -

(a)  The Institute should not have been blacklisted by any of the offices of Ceniral or State
Govt. or any of its customars. (Seff-attested ceitificate o be attached )

(b)  Nolegalaction should have been taken against the Institute for any cause in any legal
Junsdiction in the last five years. (Self-attested certificats to be attached)

{c) The Instiute should have & mirimum annual lurnover of 10 crore. (Audiled annual
sccounts tapon of last thres lirancal yaars)

(d) Institute should be an aulthborized Waining pardner with EC Council (Retavant
cerfificaties 1o be submitted).

(g)  Trainer educational qualfications wilh minimum 5 years' experance n training of
respestive subject courss. (Relevant certificates to be submitted)

] The instifute should be MenY! AICTE! ISO 8001:2015 Cestified [Relevant cerificates
10 be submitled)

() Proctof Pasl Fra Training Mistory lor same counies (felevant cetificates or supply
Otdet 1o be submitted).

(h}  Institite must have at least 10 years of experience in same field. (Relavant certificates
10 be submitied) |
() Institute must provide a valid varifiable course completion ceal

~ )

(Jagmohan Kamar)

Vg Cdr
Depot IT Officer




s iIT BM-I DATED

L Time and date for opening of Bids: At 1200 Hre. on 27 DEC 24, at Office of Depot IT
Officer, Air Force Station, Ojhar, Nashik-422221 (If dus o any exiganey, tha due date for opening
of the Bids is declared a closed holiday, the Bids will be opened on the naxt working day al the same
tire or on any other day/ime, as intimalad by the Buyer),

8. Location of the Tender Box:

Main Guard Room,
Air Force Station,
Ojhar, Nashik-422221,

7. Place of opening of the Bids:  Bids will b2 opan al (e Office of Depot IT Officer, Air
Force Station, Ojhar, Nashik-422221. The Bidders may depute their representalives, duly
authorizad in writing, 1o attend the opening of Bids on the due date and time. Rates and important
rommercialfechnical clauses quoted by all Bidders will be read out in the presence of the
representatives of all the Biddars. This event will nol be posiponed dué to nori-presence of yout
represantative,

B.  Opening of Two Bid Systom: It is a two Did system and only the Technical Bid would be
opened on the time and date mentioned above Date of opening of the Commercial Bid will be
intimated after acceptance of the Technical Bids. Commuarcinl Bids of only those firms will be
, whose Technical Bids are found compliant / sultable after Technical svaluation is done by
the Technical Evaluation Commities (TEC). The bid opening date will align with the critical date
shest ol tha RFP availsble on  the Central public  Procurement Porial
(Mitps:/feprocura. gov. infeprocuretapp) and Refers to Part | Para 1 of the RFP.

@  Clarification Regarding Contents of RFP: - A piuspective bidder who requires clarification
regarding the contents of the bidding documents shall nolify 1o the Buyer in writing about the
clanfications sought net later than 07 days prior to the date of publishing of the Bids. Copies of the
query and clasification by the putchaser will be uploaded as comgendum if requirsd for af
prospective bidders.

10. Forwarding of Bids: Bids should be forwarded by Bidders undsr the otiginal memo / lalter
pad inter-alia fumishing details like TIN numbear, GST No. and HEN Code, Bank Address with EFT
Account, ele and complele postal & e-mall address of their office. The original RFP format duly
stamped and signed by the vendor / firm on all the pages is also to be submiftad along with bidders
stter pad, (Same can be submitted in the envelope containing Technical Bid only)

11.  Modification and Withdrawal of Bids: A bidder may modify or withdraw his bid after
submission provided that the written naotice of modification or withdrawal s recsved by the Buyes
01 day prior to bid opening dale. A withdrawal nolice may be sent by fax but it should be foflowsd
by assigned confimation copy to be sent by post and such signed confirmation should reach the
purchasar nat later than the deadiine for submission of bids. No bid shall be modified after the
deadiine for submission of bids. No bid to be withdrawn in tha interval batwean the desdline for
submission of bids and explratinn of bid validity petiod as specified. Withdtawal of e bid during this
period will result in forfeiture of Biddar's EMD.

3 -
(Jagmahan Kumar)

W Cdr
Depot IT Offices
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I ] lanis he Bids: During evaluation and compatison of bids
the Buyer ma',r, at ﬂu own dEa‘-nm‘tlun -h thee bidder for clarification of the bid. The regueast far
clanfication will be given in witting and ne changa in prices or subsiance of the bid will be sought.
uffered of permitted. No post-bid clarification on the initintve of the bidder will be entertained.

13, Reasons for Reisction / invalidation of Bids: The bids would be refectad/invalidated dus
of the following reasons: -

ta)  Non-submission of CommercialFinancial Bid es per prescribed format (8s per
Annexure "lll")

(b Canvassing by the Bidder in any form, Unsolictted letter and post-tender correchion
may invoke summary rejection with forfeiure of EMD.

fc)  Conditional Bids will not be accepted
(d)  Bids in which technical and commercial aspects are combined shall not be considerned.

14,  Unwillingness to quots: Bidders unwilling 1o guota sholld ensire thal intimation to this
effect reaches before the due dale-and time of opening of the Bid, failing which the defauling Bidder
may be dalisted for the given mnge of items as mentioned in this RFP.

15 Validity of Bids; The Bids should remain valid for One Hundred Twenty (120) Days from
fhe last dale of submission of the Bids.

16:. Earmest Money Deposit (EMD): The Bidders are requined 1o submit Earmest Maney Deposit
{EMD) for 2n amount of Rs, 2,20,000/- along with bids. The EMD may be submitted in favour of "AIR
FORCE PUBLIC FUND A/C OJHAR in the form of an Account Payee Demand Draft. Fieed Deposit
Recelpt, Banker's Cheque or Bank Guaranies from any of the public sector banks or a private sactar
bank authorized to conduct govemment business as 171 per Formi DPM-18 (Available in MoD
websie and can be provided on request). EMD is 1o remain valid for a period of forty-five days
beyond the final bid validity period. EMD of the unsuccessiul ndderss will be retumed at the eariiest
after expiry of the final bid validity and latest on or before the 30th day after the award of the contract.
The Bid Security of the successiul bidder would be ratumed without any Interest whatsoeier, after
the raceipt of Performance Bank Guamantie (PEG) as called for in the contract. EMD is nol required
to be sularitied by those Bidders whoare registared with the Central Purchases Organization (e.g.
DGSAD), National Small Industnes Corporation (NSIC) o any Department of MoD 'or MoD itself
The EMD will ke forfeited if the bidder withdraws or amends, impairs or darogates from the tender
in any respect within the validity period of the Bid

17. PaymentTerms: Rate quoted by the Fim should Include all legitimale taxes. No
conditional clauses/ discounts will be considered while deciding tha lowsst bld, Quotatiors with
conditional ciauses will be rejected. No advance payment(s) will be made. The Payment shall be
made batch wise | e 1" instaliment of the payment will be released mmediataty after completion of
tHe 1% batch of course & submission of requisite bills and so orn for the next batches.

18.  Deduction of TDS: TDS shall e deducted Irom the amount quated al the prevailing rate
while making payment. _




1. Schedule of Requirement. List of kems (courses) required s appendad below (Bidders 1o
essslitp (hal item offored ars correclly understood and whem required requisite clarfication obtained
and forwarded along with the offer before tandering their offer): -

(a)

L]

(e)

Course Schedule:

il  The RFF Is looking for conducl of courses as per the detalls ghver out in
Appendix ‘A’ Tha bidder would ansura that the coursa content autiined in Appardix
‘A’ i adbered 1o However, the bidders sre at liberty (o increasa the course content
based on the latest technology available within the same duration. The detailed course
content hour wis2 is 1o be submitted by the bidders for each courses

{ii) Tha Depot IT, 11BRD can aménd schedule, duratich, course content and
inclusion or delafion of the course, The bidder shauld be Nexible in finalizing the coursa
scheduling with-a notice penod of minimum one waek.

Venue:

] Tha location for conduct of coursss given in Appendut 'A’° would be at
11 BRD, Air Force Station Qjhar, Nashik. For this purposa, the bidder has to engure
that they depute one resource for satfing up of the clasarmom at IAF premises.

()  Training infrastructure and computers would be provided by Depot IT, 11 BRD.
Required Software, Network environment and Internet connection for training to
be provided by bidders.

(i)  The bidder will be responsible for all expenses incurred by trainers/instructors
in  fmigion o the | courselprogram  dalivery This  includes
travel costs, accommodation, meals, jocal travel belween Irainer lodging and the
training venue

Instructor: -

(h  The firms should provide efficient instructors and Training Software for each
oourses.,

[y M temiring monitoring team of IAF finds an instructor to be less competent even
after cammencemantiduration of course, halShe is to be replaced Immediataly (within
one day] without affecting the fiow of the course

iy Courses are not 1o be condlictad n paralisl

(iv) Qualification of the instrucior will be as per attached Appendix 'B’ Tha medium
of instruction will be English.




(d)

Ti : 11 7241 1T IE

{v) Exparience and educational qualifications of the instructor will be cattified by
the head of the trainmg division of the Bidders

Timing: The details of the courses are as per attached Appandix "A'. In case, during

any wesk, If thare is a closed holiday, the bidder should be willing o campansate for these
loal days by working on Saturdays In case the lost days ate mare, propotional Saturdays
should ba calered in the course duration. In case of for any unforesesn regsans. If the coursa
schedule is affected for more than 4 days, the bidder should extend the course durahion by

one week subsequently

(&)

Batch size -The minimum and madimum strength of participan) for each balch is 20

(Twenty).

(f

Coyrsewars:

() The sample Courseware will be provided by institule for perusal of 1AF well in
advance before commancing courses. Preferably, coursewars is to be designed by
institute as par the syllabl for & course. The courseware will consist of followirg -

(aa) sumn handauts wilh ideal details of staps, hps. best practices and
i soft and hamd copies. The soft copies will be in the adobe acrobal

format praviding for easy navigation batwesn chapters

{ab) Lab exercses with ideal answers both sofl and hatd copies.

{ac) Sugpested t=xibooks.

{ad) Slide shows both soft and hard copies, which do not violate copyrigh! of
other orpanizations.

{se) Audio/video shows (optional)
{af)  Assignments o trainees with ideal answers both soft and hard coples.

({1} Courseware far the minimum fumber of participants will be handed over 1o I1AF
one week i advarice and coursewara for remaining participants will be supplied on
tha first diay of the: course

(W)  The installation of network, Intermet and configuration of software will be
complated one day prior io the commencemeant of the course

(v)  The Bidder will provide one set of courseware spproved by procurement
committess which includes Exacutive quality Leather writing pads, Training Maters!
(handoule/Pdf), Executve quslity genuine Leather offica bags!Laplop Bag) siz= 16:18
inch, n-mupnﬂnnd pen (28 per actual requirement) to eash participant on the first day

=\

(dagmahan kKumar)
Wa Cdr
Dapot IT Officer



(g)

NO:; E T

Training Melhodology: The foflowing training methodology will be followed by the

instiute; -

(h)

(i Training shall be conducied for 40 Hrs per wesk The institute conducting
training will devote 50% of tolal training towards the practicall hands-on activities. In
caga additionsl classes are required. they can ba planned lfor longer holrs or on
Sadurdays.

(il  Traming coverage shall be qualiative and exhsustive using audio and video
toals. Power point slides will be usad throughout the class.

(i)  The classroom Instruction miist adhere sirictly (o 1he subject lessan plan, which
should be prepared and approved well in advance of the courss commencament. The
lesson plan formal is providad in Appendix 'C*. However pidders may modify the
format with the buyer's wiitten consent prior to the starn of the course.

(W)  Syllabus will be provided by biddar as par the SOR and approved by Dapot IT,
11 BRD. The lormat of the syllabus is attsched st Appendix “A'. Any addition or
deletion (o It may be suggested by the institute and same may be incorporated, i
agraed 1o

(v  Institute will prepare and submil detailed lesson plan (based on syllabus) as ped
attached format to the training monitoring committes for approval.

(v Dewiation from syllabus / lesson plan will be done after witlen spproval by
Bepot |T, 11BRD

(vil)  Sufficient number of assignments will be given to paricipants,

(vill Two refarerioe books -as suggesied by Traning monitonng commities per
coirse wiill be submitted to Depot IT along with course completion report

{ix}  Twodime attendance (F/IN & AMN) will be maintalned for participants. The same
will be submitted to Dapot IT at the end of each course.

(x}  Institute will not grant leave to any participants Howaver. Depaot IT may panmit
l=ave due to service Exgencias of on compassionate ground

(ri}  The institule will 3zsist it all arangements for conduet of the course like setting
up the environment and administrative arrafigaments ifrespective of the place of
conduct of coursa:

Examination and Course Certification:

()  For EC-Council Certification sxam for Cyber Security courses and cartification
thereon o be [acilitated and conducied by the institute For this purpose.
Institutes/Bidders are requested to quate the price separalely, if any, as provisioned in
Annexure [l of the RFP (this price may or may not be mclu dered in the
standard price bid for the purpese of determining L1 bidden)

{
Wi Cor
Depot IT Officer
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fi) ForFull Stack Web Developer using Pythan Backend and Advance Hardware
and Networking. the maodule test will be conducted at the end of sach module. The
instiute will conduct re-test for participant those who fall in the module test, whersver
requiried.

{li The EC Councll Ceriificatal OEM carificates for all the respeciiva course/
program wilh grades obitainied shall be distributed by the institule to each participants

(v} The trainees will be awarded grades as per attached Appendix D’
Feed Back; To manitar the training regular feedback will be taken.

1 The instruclior will make attendance sheel as per the format given in Appandix
‘E' for bath the sessions-in the day

()  'On first leaching day of each Instrucior, repressntatives of Depol IT will monitar
the conduct of the class The fesdback of the same duly recommanded by Depot [T
Ofiicat will be fonwarded to institute in the fomat of the Teadback as givern at Appendix
.

(i)  Course fesdback will be taken from the Course |eadar 10 assess the conducted
module. The farmat is given at Appendix 'G*

[lv) Fesdback from the participanis will be obiained from the paricipams vesbally
and feasible sugoestons 1o be implamented by the instiute sccordingly.

(vi A course completion report will be submitied to the training monitoring
comminiee within seven days of completion of each course. The course compledion
raport will contain copies of screening and module mark sheel, fesdbacks, lsason plan
any other relevant information. Tha course compistion neport will be in bounded book
form.

(vi} At the end of the course, consolidated fedback will be taken from the
participants o assess the overall conduét of the course. The fermat ks given al

Appendix 'H'.

tvi}  On complenon of course, feedback on supply of courssware will be spbmitted
by institute. Shaortfalls; if any, are 1o be mat within one wesk

Training Mohitoring Committse: - A training monitoring team will be constituted by

the Depol IT 11 BRD, IAF that includes a represantaiive from tha irstituis and rast from Degol
IT to montor day-to-day progress of the courses: The name of the members of the-t@am will
be intimated 1o the institute

Cancellation of Course: - The Dq:ul IT Officer can cancel, pesipone or reacheduls

ahy course o mesl IAF sxigsncy witho thmdmtrlgaspadﬁcmnnmﬂwhmﬂihn&nﬁw

the approval of competent aulharity.

10




(m) Termination of Course: Depot IT can terminate ary ongoing course on
recommendations of Training Manitoring Committee. The Depat IT Officar will give dus
consideration to feedback from paricipant after the approval of competant authority.

(n} Termination of Contract If the contract is tesminated for any reasan, both parties will
ensura thal all ongoing commilments prior o (he date of notice In relation 1o the Program
already started and scheduled are comphed with,

(0) Dispute - Dmpules, if any between he two parties shall be settied by mutual
negotisfions between Execulive Direcior of the instilute and AOC, 11BRD. In cass the
amicable saifflement is not amived betwesen them, the malter shall be referred to
AQC-n-C HQ MC and his decigion shall be final and binding on both the parties. Any lapses
in conduct of 1he course are to be addressed at the level of Training menitormg committss
and course coordinator in case of non-resolution of the same, the matter will be raised to the
lsval of CP and AOC, 11BRD within one day of the ocoumence.

(p)  Teansfer of Duties - The institute shall not assign of transfer any duties o 2ny third
parties
2 Ywo Bid System. This s a two-bid system and bilders are required to fumish clause by
clause complisnce of spedilications bringing oul cisarly the deviation from specification, if amy. The

hidders are advised to submit clearly their compliance statements, in the formal given In Annexure
' and Annexurs ‘lI'

3. Training period: The total training to be conducted as per the course acheduled enumerated
in the contract, however, all the traming to ba comploted within Five months from the date of
acceptance of the confract. The contract may be extendable up to three years on same terms and
condifions based an the previous year's perfarmance of the institute

4  Consignee details Depot IT Officer, 11 BRD, Airforce Station Ojhar, Nashik (MH).
5 Inspection Authorlty Technical Team st Depot (T or their aulhotised rep,

§!
(Jagmohan Kumar)

Wg Cdi
Dapot IT Officar



Tender NO: 11BRD/4724/11T BM-Il DATED 06 Dec 24
PART Il
TANDARD !

¥ The Bidder s also required 1o give confirmation of their acceptance of the under mentioned
Standard Conditions of the Raguest for Proposal manticnad below which will automatically be
cansidersd as part of the Cantract cancluded with the successtul Brdder (1e- Saller in the Contract),
as selected by the Buyer Failure to do s0 may result in rejection of the Bid submitted by the Bidder,

2 Law The Conbract shall be considersd and made in accordance with the laws of the
Republic of India. The Contract ghall be govemed by and inlerpreted in accordance with the laws of
the Republic of India

3.  Effective Date of the Contract: meahﬂmﬁmﬁnﬂshﬂlmhtneﬂeunn!humm
signatures af both the parties on the Contract except when some other effective data is mitually
agreed 1o and specifically indicated provided In the Confract The deliveties and supplies and
perfarmances of the sarvices shall commences from the effective date of the Contract

4. Arbitration: All disputes or differences arising out of or in connection with the Confract shall
be satfled by bilaters| discussions. Any dispute, disagreemant or question arising out of or ralating
to the Contract or relating lo construction or performance, which cannot be seitied amicably. may
be resolved through arbitration. The standard clause of attitration is as per Forms DPM-T{fol Private
Indigenous Vendor), DFM-8(Fareigh Vendors) and DPM-8 [CPSUS/IDPSUs) {Availsble int MoD
wiabisite hitp/fwww mod nicin) The CFA will ba the sole suthonity for appeintment of soie arbitratos
vide DPM-06 Para 711.1 The terms and clause as mentioned in the DPM 2008 will be applicable

5 Penalty for use of Undue influence: The Seller undertakes that he has not given, ofiered
dr pramised lo give, diraclly or indireclly, any gift, consideration, reward, commission. fees,
brokerage or inducemnent o any persan in sstvice of the Buyer o nthﬂnwsa in ‘procuring the
Cantracts or forbearing to do or for having done or forbome to do any act in relation to the obtaining
or execytion of the present Contract or any other Contract with the Government of India for showing
ot forbearing to show favar or distavor to any person In relation to the present Contract or any othes
Contract with the Govemmen of India_ Any Breach of \he aforesaid undertaking by the Seller or any
ot employad by him or acling on his behalf (whathes with or without the knowledge of the Seller)
ar fhe commission of any offers by the Seller or anyona amployed by him or acting on his behall. as
defined in Chaptar IX of the Indian Penal Coce, 1860 or the Prevention of Commuphion Act, 1988 o
any other Act enacted for the prevention of corruption shall entille the Buyer to cancell the Contract
and all or any other Contracts with the Seller and recover from the Seller the amount of any loss
arising from such cancellation. A decizion of the Buyer or his nomiinge 1o the effect that a breach of
the undertaking had been committed shall be final and binding on the Seller Giving or offering of
any gift. bribe or induceman! or any sttempt al any such act on behalf of the Selier towards any
afficerfemployee of the Buyer or to any other person in a position to nfluence any officerfemployes
of the Buyer for showing any favor in refation to this or any other Cantract, shall render the Seller to
sich liability/ penatty as the Buler may deem proper, including but not imited 1o termination of the
Contregt, Imposition of penal damages, forfeiture of the Bank Guarantes and refund of the amounts
paid by the Buyer.

Wﬂ Cdr
Depot IT Officer
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i Agenta/Agency Commission The Ssller confirms and declares to the Buyar that the Seller
s the anginal manufacturer of tha ﬂm&uhmwhf of the services refermd to in this Contract and has
not engsged any individual or firm, whather Indian o forsign whatsoever ta intercede, facilitale o in
any way to recommend o the Govemment of India or any of its functionaries, whether officially or
unofficially, to the award of the Conlrad to the Sallér nor has any amount been paid, promised o
imtended (o be pakd fo any such individual or firm in respact of ary such intercession, facilitation or
recommendation. The Selfler agrees that if it = established at any fime to the salisfaction of ine
Buyar that the present declaration is in any way incorract or if at a tater stage it is discovered by the
Buyar (hat the Sellar has engaged any such individualfirm, and paid or intended to pay any amount,
gt reward, fees, commission or consideration to such person, party, firm or institution, whathar
before of aftar the sighing of this Contract, the Saller will be liable o refund that amiount to The Buyer
The Seller will aiso be debaread from entering info any Contract with (he Govarnmant of India for a
rrinimum perkod of five years. The Buyer will also have-a nght to consider cancediation of the Contract
either whally or in part, without any entiflemant of compansation 1o the Seller who shall in such an
svent be llabie to refund all payments made by the Buyer in lerms of the Contract along with interest
at the rate of 24% per annum above LIBOR mte. The Buyer will also have the right to recover any
such amalunt from any Contracts concluded sarlier with the Govarnman of India

7 Access to Books of Accounts: In case |t is found to the satisfaction of the Buyer thai the
Safler has engaged an Agent of pald commission or inflienced any person io obtain the Coritract
as described in clauses relating to Agents/Agency Commission and penally for use of undue
infisencs, the Seller, on a specific mauest of the Buyer, shall provide necessary information
Inspection of the relevant financial documants/information

8. Non-disclosure of Contract documents. Except with Ihe written consent of the Buyer/
Sellar, other party shall not disglose the Confract or any provision, spaczﬂrmtlm plan, dasign,
Pattern, sample of information thereof to any third party

9, Ligquidated Damages: It thia event of the Saller's failure to-submit the Bonds, Guaranbees
and Documents, supply the storesfgoods and conduct tnals, installation of equipment, iraining ete.
as specified n this Contract, the Buyer may, st his discretion, withhold any payment until the
gompletion of the Contract. The BUYER may also deduct from the SELLER as agresd, liquidated
damages to the sum of 05% of the Cantract price of the delayedfundelivered slores/senvicas
mentioned above for every week of delay or part of 8 week, suUbject to the maximum value of the
Liguidated Damages beitg not Higher than 10% of the value of delayed stares

10. Termination of Contract The Buyer shall have the right o terminate this Contract in
Part or in full in any of the following cases.

fa) The delivery of the material is delayed for catises not aitributable to Force Majsure for
moare than (6 weehks) afler the scheduled date of delivery.

b},  The Seiler is dectared bankrupt or becomes insahwent

(&)  The dalivery of material is delpyed due to causes of Force Majeura by mote than (1
manths) provided Forea Majeure clause is induded in contradt

{d) The Buyer has noticed that the Saller has utilized the seivices of any Indian/Foraign
agant in getting this cantract and paid any commission to such individu any elc

i3
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(2) Asperdecision of the Arbitration Tribunal

11, MNofices:  Any nolice requirad of permitied by the Contraat shall be writtan in Ihe
Enaglish language and may ba deliverad parsonally of may be sem by FAX or registersd pre-pasd
mafifarmnail, addressad to the last known address of (he parly to whom It s sent,

12.  Transferand Subl : The Seller has no right to give, bargsin, s, assign or
sublet or otherwise dispose of the Contract or any pan thereof, as well as fo give or to let a third
party take benefit or advantage of tha present Contract or any parn thereof

13.  Patents and other Industrial Property Rights. The prices sialed i the present
eontract shall b daamed o Intlude all amounts payable for the usa of palents copyrights, the prices
stated in the present regisiered charges, rademarks and payments for any other industrial propey
nghts The Saller shall indemnify the Buyer against all claims from a third party at any tme on
account of the infringement of any or all the rights mentioned in the previous paragraphs, whether
such clalims anse in respect of manufacture or use. The Seller shall be respansible for the
completion of the aupplies including spares, tools, technical literature and training sggregates
irr ive of the fact of infringemeant of the supples, imaspeative of the fact of infringement of any
or &l the nghts mentioned above

14, Amendments: No provision of present Contract shall be changed or modified in any
way (including this provision) either in whole or in pan except by an instrument in writing made after
the date of this Contract and sigried on behalf of both the parties and which expressly states to
amarid the present Contract

16, o= and Duties ¢

(@) General

{1 Bidders must indicate separately the relevant TaxesThuties jikely to be paid in
cannection with delivery of completed goods specified in RFP In absence of this, the
totasl cost qloted by them in thair bids will b2 taken into account in the ranking of bids.

(}y  IFa Bidder ls exemplad from payment ol any duty/tax Uplo any value of suppli=e
froim tham, hia should clesrly state that no such dutyftak will be charged by them up 1o
the imit of exemption which they may have. If any concessian s available n regand to
rata/tuantum of any Dutyfax, it should be brought out clearly In such cases, relevant
cenificate will be Issued by the Buyer later to enable the Saller lo abtain exemptions
from taxstion aulthonties

(i) Any chenges in lavies, mxes and duties levied by CentraliState/L ocal govemments
such as excise duty, VAT, Service tax, Octroventry tex, etc on final product upward as
a result of any statutory varintion taking place within contract period shall be allowed
reimbursement by taking piace within contract period shall be allowed reimbursement
by the Huysr, to the extent of aniual quanium of such dutyftax paid by the Seller

Similarly. in cass of dowrward revision in any such dutyftax, the-actual quantum of
reduction of such duty/tax shall be reimbursed lo the Buyer by the Seller. All such
adjiustments shall include all rallefs, exemplions; rabates. ate, i any,

[4




(B}

(€

‘actual assessable value of the stores as approved by the Excise g

obtained by the Ssller Section B4-A of Sales of Goods Act will be relevant in this
sfiuation.

() Levies. taxes and dutles levied by Caniral/Stale/Local govemments such as
excize duty, VAT, Service tax, Oclrolfentry tax, etc on final product will be paid by ths
Buyer on aciuals basad on relevant documentary evidence. Taxes and duties on ingut
iterns will nol be paid by Buyer and they may not be indicied separaiély in the bids
Bidders are required to include the same in the prcng of thair product

Customs Duty.

) In view of the amendment 1o exemption of Customs Duty issued vide Govt of
India; Ministry of Finance vide notification No. 142016 dated 01 Mar 2018, CDEC will
not be issued by the Buyer. Instead, the applicabls Custom Duty as quoted in the
commercial offer will be included |n the contrac! and paid by the buysr. They will also
indicate the rale of Custom Duty applicable along with the Indian Customs Tarif
Numbemn. Customs duty as actually paid will be reimbursad ot production of necessary
documents e

(@a) Trplicats copy of the bill of aniry:
(ab) copy of bill of lading,

(acl & copy of foreign principal's invoice. However, if the Bidder imperts the
stores in quastion against his own commercial quota Import Licenses. he will
also be required to submil in addition the triplicate copy of bills of entry el a
cartificate from his Intemal Auditor on the bill tself, to the effect that the following
ilema/quantity in the bill of entry refated to the stores impaorted against Defense
Buyer Supply Order number dated.

M  Subseguent to the eimbursament of customns duty, the Bidder will submit to the
concemed Paymant Authority & ceriificate lo the effect thal he has not obtained any
rafund of customs duly subsequent to the paymant of duty to the Cusloms autharity
by him. In addition, he shall also submil o the Paying Authority concarned g certificate
immedialely after 3 period of three munths from the date of payment of the duty to
customs autharities to the effect that he has not applied for refund of the cusfoms duty

subsaguant to the payment of duty to the customs authorties by him

(i} In case the Biklder abtains any refund of customs duty, subsequsnlly to the
payment of the same by him {o the customs aulhorilies and reimbursement of the
customs duty to hitn by tha Payment Authority, he should farthwith furnish the details
ol the refund obtained and afford full credit of the same to the Buyer

Excise Duty:

1] Whete he excise duty s payable on advalorem basis, the Bidder should submit
alony with the tandar, the refevant form and the Manufacturer's price fist showing the




(d)
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(i) Bidders sheuld nate that in case any refund of excise duty is granted o them
by Exgise authorties in respact of Stores supplied under the Contract, they will pass
on the credil ta the Buyer immediately along with a cerfificate that the oredit so passed
on relates to the Excise Duty, originaily paid for the stores supplied undar iha Contract,
In case of thair fBilure 1o do so, within 10 days of the lssus of the excise duty refund
orders 1o them by ihe Exdise Authorities the Buyer would be empowsried 10 deducl a

‘sUm eguivalent 1o the amount refunded by ihe Excise

Authorities withaut any furthar reference to them from any of their cutstanding bills
against the Contract or any other pending Govemmant Contract and thal no disputes
on this account would be raised by them.

(iify The Saller is also required to furnish 1o the Paying Authotity the fullowing
carlificates:

fas) Cerificate with each bill 1o the effect that no refund has been obitained
in respect of the reimbursement of excise duty made 1o the Saller during three
months immisdiately preceding the datis of the claim cored by the relevant bill

tab) Cenificate as to whether rafunds have been obtained or apphed for by
them or not in the preceding financisl year after the annual Audil of thair
accounts also indicating details of such efunds/applications, if any

{ac) A certificaie along with the final payrment bills of the Seller to the effect
whiether or niot they have any pending appeal/protest for refund or partial refund
of excisa duties already reimbursed ta the Seller by the Gavernment panding
with the Excise authorities and if 50, the nature. the amount mvolved, and the
position of such appeals

fad] Anundartaking to the affect that in case it is detecied by the Government
that any refund from Excise Authonty was obtained by the Seller after abtaining
reimbursement from the Paying Authonty, and if the same s not immediately
refunded by the Seller to the Paying Authority glving detaills and particulars of
the transactions, Paying Authorty will have full aulhorty to recover such
amounts from the Sellsr's autstanding bills against thal paricular Contracl or
any other pending Govemment Contracts and that no dispute on this account
would be raised by the Saller

(v} Uniess otherwise spactfically sgreed to in terms of the Contract, the Buyer shall
not be liable for any claim on account of fresh imposition and/or increase of Excise
Duty on raw matedals andior components Used directly in the: manufacturs of the
Contracted stores taking place during the pendency of the Contracl.

Sales Tax/GST

(i) I it Bs dissirad by the Bidde! 1o ask for Sales By GST to be paid as extra, tha
same musl h:'eﬂaacﬁim'llv stated in the absence Of any such stipulation in the bid, it

will be presu that the prices quoted by the Bidder are inclusive of sales tax ard no
lizbility of sales tax will be daveloped upon the Buyer
AR
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(&)

{it) Cn the Bids quoting sales tax extra, the rate and the nature of Sales Tax
apphcabie at the time of supply should be shown saparately Sakes tax will be pad o
the Salier at the rata at which i is Rable 1o be assessed or has actually been assessed
provided the transaction of sale is legally liable to sales tax and the same is payable
a8 per the tarms of the Contract

Octroi Duty & Local Taxes

(i) Normally, matsvials to be supplied lo Govemment Departments againsi
Govemnment Contracts are exemplad from levy of town duty, Oetrol Duty, Teminal
Tax and other levies of local bodies The local Town/Municigal Body regulations s
times, howesver, provide for such Exarnpion anly on production of suth sxemiption
cettificate from any authorised officer. Selier should ansura that stares ordered against
Contracts placed by this office are exempted from jevy of Town Duty/Octroi Duty,
Terminal Tax or oiher local taxes and duties, Wherever required, they should obtain
the exsmplion cenificale from. the Buyer, to avold payment of such local taxes of
duties.

(i) In case where the Municipality or other loca! body insists upon payment of these
duties or taxes the same should be paid by the Seller to avoid delay in supplies and
possible demumage charges. The receipt obtained for such payment should be
forwardad to the Huwuﬂﬂmuldﬂwmummumdmummmurw
nofifications of the Municipality of thie local body concerned to enable him o take up
trie guestion of refund with the concermed bodies If admissible under the sarf acts or
niles.

17
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ART IV
SPECIAL CONDITIONS OF RFP

1 The Biddsr is further required Lo give ciause by clause confirnation of their acceptance of
Special Conditions of the RFP mentioned below which will mﬂnn‘aill:.uil'_f be considered as part of
the Contract concluded with the successtul Bidder (i.e. Saller in the Supply Order) as sslected by
the Buyer. Failure 1o do so may result in rejection of Bid submitted by the Bidder

2 Perormance SecuritylWarrantyl Bank Guarantes Pedormance Securily is payable by
the successfil bidderfsupplier at the rale of §% of the Supply Order value irespective of the
registration status of the firm. Pedormanoce Securty deposit payable o the Purchaser s o be
furnished by the Supplier in the form of a Performance Bank Guarantee (PHG) ssued by a public
sactor bank or a private sector bank autharized 1o condutt government business, in the prescribed
faemiat within thirty days from the date of awsard of Supply Onder. Al present, ICIC) Bank Lid . Axis
Hanl Lid and HDFC Bank Lid. are tha three privale secior banks atthorized to canry ot goverriment
transactions. The PEGAWEBG will remain valid throughout the duration of the Contract Supply Ordes
up-in comphation of Contract and continue thereafier as a Warranly Bank Guarantee up to sixty days
bevond the date of completion of afl obligations of contract, including warranty on spares
replacedirepaired. This obviates the need to obtain a fresh Warranty/Bank Guarante= from the
suppller on commencement of the warranty petiod, with conmesponding mstum of the Perfurmancs
Guamntise, Ih casa the execution of the Supply Ordes is delayed beyond the Supply Orderad period
and the purchaser grants extension of delivery pericd. with or withoul LD, the supphiar must get the
BG revalidated, if not already valid The format of PBG cum WBG is given in Form EPM-16.

3. The Performance Bank Guarantee will be subject 1o encashment by the Buyer, in case the
conditions reaarding adherence to the delivery schedule, seltiemant of claims and other provisions
of the Supply Order are not fulfiled by the Seller

4.  Tolerance Clause To take care of any change in the requirement during the period starfing
from |ssue of RFP (il placement of the contract, Buyer reserves the nght 1o + 156% increase or
decrease the course strangth up to that limit without any change in the terms & conditions and prices
qualed by the Saller While awarding the contract, the guantity ordersd can be increassd or
decreasad by the Buyer within this loleminea limil

5  PaymentTerms: [t will be mandatory for the Bidders to submit ECS mandate and other
relevant e-payment detalls so thatl payments could ba made through ECS/EFT mechanism only, A

copy of the model mandate form prescribed by RBI fo be submitted by Bldders for receiving
payments through ECS is available in Mol wabgite and can be given on requast Ths paymsnt will
bz made as per the following terms. on production of tha requisite documants: -

{a)  Paymani will be made after completion of sach course/batch as applicable subject to
issuing of satisfacioty report by Depot IT Officer

|b)  Tha amilar paymeant schadule for three years will be applicable, if exdenided

6. Clarification of Technical/Course Related Matters: Any clanfication or snquiry(s) on
course mlutad matias shall be referred to Bepot IT Officer, 11 BRD, AF,
T. EMIME- No (R} No advance payment{s) will _EI

I8



8 Paying Authority

{a) Senior Accounts Officer, 118R0D, Air Foree Station Ophar will be the paying authority
far th;. payment of all bills o submission of the follewing documants by the Saller along with
the bill -

I ink-signad copy of contingent bill/Seller’s bil
() Ink-sigried copy of Commerctal invoice/Saller's bill

(i} Copy of Supply OrderiContract ‘with UD. rumber and dale of IFA's
soncurrance, whene ragilired under delegation of powers

vl  Claim fer statutory and other levies to be supparted with requisite documents /
proaf of paymen! such as Excise duty challan, Cusioms duty clearance cenificate,
Qetred recaipt, prool of payment for EPF/ESIC contribution with nominal roll of
beneficiaries, stc as applicabla

{vi  Exemption cedificate for Taxes & duty, f applicatie
(vi} Bank guarantee for advance, if any
(viiy Performance Bank guaraniss [ Indesmnity bond whens applicable

(wiif) DP sxension letler with CFA's sanction, U.O number and date of |FA's
concurrence, whare required under delegation of powers, indicating whethir extension
is with or withott LD

{ix), Details for electronic paymant viz Account Holder's name, Bank name, Branch
nams and address, Account type. Account number. IFSC code. MICR code (if these
detmls are not incorpor@ted in supply ordercantract)

(x). Any othed document/ cerdificate thal may be provided for In the Supply
Ordes/Cantract

(i) Course complation cartificate issved by Depol IT Officer, 11 BRD AF

(b} Head of Account |
MAJOR HEAD 2078
MINOR HEAD  110(L)
CODE HEAD 784108

8  Fall Clause Seflar is o confimm acceplance of fall clause as per provision of DPM
2009 coverad in P-W/Appendix 'C’ of DPM 2008 (Page 188} which will form pan of Supply Order.
Fall Clause is applicable only for supplies 1o departmentsiorganizations within India
(2) The price charged for the stores supplied under the contract by the Seller shall in no
ayvanl axcead the lowest prices at which the Seller sells the stores or offer to sell stores of
idantical descnption to any persons/Omanization mcluding the purchasar or any department
of the Central government or any Deparntment of stale gu:&m iy stalutary
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undertaking the ceptral or state government as the case may be dunng the perod il
performance of &l supply Orders placed during the currency of the rate confracl ®
completed

(b) |If &t any time, duting the said period the Seller reduces the sale price, selis or offer o
sall such stores o any personiorganization including the Buyer or any Deparfment of central
Govt or any Department of the State Govemment or any Statutory undertaxing of the
Central of stale Government as the case may be aj a price luwet than the price chargealie
unider the contract, the shall forthwith notify such reduction ot salke or offer of sale 10 the
Director general of Supplies & Disposals and the price payable under the conlract for the
siores of such reduction of sale or offer of tha sale shall stand correspandingly reducad. The
above stipulation will, howsver, not apply to-
(i) Exports by lhe Sellar

(H} Sale of goods as original equipment at price lower than lower than the prices
charged for nomal replacement

(i) Sale of goods such as drugs which have expiry dates.

() Sake of goods at lower price an or after the date of completion of sale/placement
of the order of goods by the authority concerned under the existing o previous Rats
Contracls as also Under any previols contracts entared inlo with the Cetitral or Stais
Govt. Depts, including their undertaiangs excluding joint sector companies andfor
private parbes and bodies

10,  Specification: As par Schedule of Requireman! placed at Part-ll Para 1 of RFP

11 Franking clause: The lollowing Franking tlause will form parl of the coriract placad on
successful Bdder -

Y By sods., "The fact that the goods
h:mabeenlnspecifdaﬂﬁlheﬂeﬂvaemd lﬁpﬂﬁﬁﬂd by the Inspecting Officar will not
have the effact of keeping the contract alive, The goods are baing passed without prejudice
to the nghts of the Buyer Lunder (ke lenns and conditibns of the contract”

{b) anki 35 pods. “The fact that the goods have
Lesn hnﬁpﬂlﬂﬂ :I'hz-r the dallu&rl_.r pennd and rqautad by the Inspecting Officer will not bind
the Buyer in any manner, The goods are being refectsd without prejudice ta the nights of the
Buyer urider the tarms and conditions 6f the contract”

12 Force Majoure Clause:-

(8) Nelther party shall bear responsibility for the complete ot partial non-performance of
any of its obligations (excapl for failure to pay any sum which Has become dus on account
of receipt of goods under the provisions of the present contiact), if the non- paiformatice
results from such Foroe Majeure circumstances as Flood, Fire, earthquake and other acts
of God as well ss War, Military operation, blockade, Acte or Actions of State Authonties or
any other circumstances beyond the parties control that have arisen afty conchsion of
the present contract

(Jagmohan Kumar)
Wy Cdr
Depot IT Officer
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(b} In'such circumstances the tme stipulated for the pedomance of an obligation under
the present contract s extended corresgondingly for the penad of time of action of thesa
circumstancas and thair consequences.

() The party for which it bacomas impossible to me=! obligations under this contract due
to Force Majsure conditions, is to nolify In written faimn the other party of the begirining and
cassation of the above circumstances immediately, but in-any casa nof later than ten days
from the moment of their baginning

{d) Cerlificate of a Chamber of Commerce (Commerce and Industry) or ather competen!
authority or orgarization of the mespactive country shall be a sufficisnt prool of
commehcarmnant and ceszation of the above circumstances.

(2] If the impossibility of complete or partial performance of an obligalion lasts for more
than stx menths, sither party hareto reserves the right to terminate the contract totally or
partially upon giving prior written notice of 30 (Ihirty) days o the other party af the intention
to lerminate without any liability other than reimbursemant on the ferms provided in the
agreament for the goods received.

(J an Kurmar)
Depot |T Officer
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PARTV
ALUATIONC &

1, Evaluation Criteria: - The hroad guidaiines for evaluation of Bids will be as follows -

(a) Orly thoee Bids will be evaluaiad which ara found 1o te fulfiling ail the eligibility =nd
qualifying requiremants of the RFP, both technically and commercially.

(b) Priority will be given to Gowt alded institutions.

[t} The Comprehensive Lowest Acceptable Bid will be decided on the basis of
consolidated price for all the courses quoted by the particular Biddoer as per tha Price
Format provided in BOQ.xls or Format given in Annexure 'Ill' of the RFP along with
tender documents.

(d) U there is a discrepancy befwaesn the unil price and the total price that s oblained by
multiplying the unit prics and guantity, the unit price will prevail and the total prica will be
corracted | there is a discrepancy between words-and figures. the amount in words will
prevanl for calodlation of price

it  The Comprehensive Lowesi Acceptable Bid will ba considerad further for placamean
of coritract | Supply Order alter cormplsta clarification and price negoliations as declded by
the Buyer. The Buyer also resanves the right lo do Apportionment of Quantity, if il s
convinced that Lowest Bidder 1s notin &-pasdion to supply full guantity in stipulated tme

2. Technical Bid Format: The Technical Bid Format should be as per attached Perdorma
(Annaxure 'I') and Bidders are requited to fill this up correctly with full detalls. Firms are required fo
submit full details oh separale sheetls wheraver applicable such as Man hour's detail/Bill of malernials
etc.

3 FinanciallCommercial Bid Performa: - The Commaercial bid format s provided as BoQ xis
or Format given In Annexure ‘llI' of the RFP glong with this tender document al
https:ifeprocure.gov.infeprocurafapp Bldders are advised (o download this Bol xla as it Is, and
quote thesr offer in the permitted column. Bidders are algo to fill the dulies & Taxes colimns as
applicable, 1o ascenain the total cash ouige However, the detarmination of L-1 will be done as per
the  above-mentoned  evaluation  coteria Bidders must quola for the
EC-Councll Certification exam Fee for Cyber Security courses and certification, failing which
leads to rejection | invalidation of Bid.

4 Tender Acceptance Certificate: An Underntsking/ Tender Acceptance certificate (as per
Annexure IV), dully filled completa in all respacts, should also be subrmitted by Institutes / firm alang
with iveir technical bids Please confirm that the services offersd by you (s exactly as required under

tender enquiry description specification
/(/—_ \
."."\. F 'I
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of No of r-l:.‘:»:nrur:mu:

ﬂnn. Coursy Mese ! ::rﬁnlpmm Courses ‘ Duration
T | Cybor Security Courses :- i
(a) Certified Ethical Hacker (CEH v12) | 20 o | 2 Weeks
EE}T m;::mﬁ{md Thraat Intaligance Analyst 20 ,m _| 2 Waaks
}:}'_ﬂiﬁ e "'“““_“"'3 Forensic | 5r, 01 2 Weeks
{d] Certified Penalration Testing [GFEH_I_} 20 .01 _ 2 Weaks:

| {a:- Certified Application Security Enginess | 01 L —

2. | Full Stack Web Developer Using Python | 20 01 4 Weeks
k| Advanced Hardware and Networking 20 B EJE 2 Weeks
Note:- This RFP Is baing issued wilh no finaneial commitment and the Buyer reserves the right

te change or vary any part thereol at any stage: Buyer also reserves the nght to withdraw the RFP,
should it become necessary at any stage.

{J han Kurmar)

Wing Commander

Depot IT Oficer

For Air Officer Commanding

Appendix: As staled.

Annmure ') Technical Bld Padforma.

Annesure ‘I Carificates to bie submittad albng with the Techinical bid
Annexure 1l Finarical/Commercial Bid Performa.

Annexure 'IV:  Tender Acceptance Latter/Cartificate

(Jagmbhan Kumar)
Wy Cdr
Dapat (T Offlcer
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Check List for Bidders
Envelope r Document Reference

l Part- | Para 16 of the RFP
Technical Bid Performa | Annexure-|' of RFP

Envelope 1

(Technical Bid)
Documents/Cortificates | As per Annexure-'||" of RFP
| Uiz e il Annexure- 1V of RFP

ﬁ:mln? rr:fll - - Commercial { Financial Arnexureill' of REP

' Bid Performa

i
e
i




A dix ‘A’
{Refers to Part il
Para 1 of the RFP
SL‘.HEE,[LE OF HEQUIEEHEHT
1 /IT BM-ll DATED 06 DEC 24
DETAILS OF IT TRAINING COURSES
No of
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(e} CTomputer Hacking Farensic Investigatar S 04 2 Weeks
(CHFI) ] _
(d) Cerlified Panatration Teat‘lng {GFEHT} 20 01 . 2 Weeks
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4 Deveioper Using Python 20 " |
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1. TRAINING OF CYBER SEC COURSE

(a) COURSE:CERTIFIED ETHICAL HACKER (CEH v12)

Course Overview

This 100-hour course is designed lo provide a comprehensive understanding of
sthical hacking methadolegies. tosls, and techniques. |t aligns with the CEH v12
exarn objectives, emphasizing a 50/50 balance between theoretical knowledge and
practical application.

Course Structure

The éourss s divided inta 20 modules, each focusing on a specific area of ethical
hacking.

Module 1: Introduction to Ethical Hacking ($ hours)
» Theory (2.5 hours):

» Ethical hacking vs. cracking

» Legal and ethical considerations
The hacking lifecycle
Information security concepls

« Practice (2.5 hours):

« Elhical hacking policy creation

Risk assessment and managamaint
Module 2: Footprinting and Reconnaizsance (5 hours]
« Theory (2.5 hours):

- Footprinting technigues (whols, DNS, social media)
Reconnaissance technigues (banner grabbing, directory busting)
Open-source inteligence (OSINT)

+ Practice (2.5 hours):

Fool printing and reconnaissance exercises using tools like Shodan,
Google Dorks, Maltego

OSINT gathenng
Module 3: Scanning Networks (5 hours)
+ Theory (2.5 hours):
Network scanning tools (Nmap, Nessus)

5 |
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s Port scanning techniques
o Wulnerability scanning
« Practice (2.5 hours):
o Network scanning exardises using Nmap, Nessus
o Vulnerability assessment using Nessus
Module 4: Enumaration (5 hours)
« Theory (2.5 hours):
Enumeration lechniques (user enumaration, share enumeration)
Active and passive enumaration
Past-exploitation enumeration '
« Practice (2.5 hours):
-~ Enumeration exercises using tools like Matasploit, Burp Suite
» Information gathering from target systems
Module 5: Vulnerability Analysis {5 hours)
« Theory (2.5 hours):
Vulnerabllity azsessment methodologies
Vulnerahlity scanning tools
Risk assessment
« Practice {2.5 hours):
« Vulnerability scarning and analysis using Nessus, OpenVAS
= Risk assessment and priorntization
Module 6: System Hacking (5 hours) =
« Theory (2.5 hours}):
- System hacking technigues (password cracking, keylogging)
Privilege esealation
- Backdoors and rootkits

« Practice (2.5 hours):
Fassward cracking exercises using tools like John the Ripper, Hashcat

- Privilege escalation challenges in vuinerable systems
Rootkit detection using tools |ike chkrootkit
Module 7: Malware Threats (5 hours)
« Theory (2.5 hours):
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Malware types (viruses, worms, lrojans)
Malwara delivery methods
Malware analysis techriques

« Practice (2.5 hours):
= Malware analysis using toals lke IDA Fro, Ghidra
= Mawars prevention and detection using antivirus software
Module 8: Sniffing (5 hours)
« Theory (2.6 hours):
= Sniffing techniques and tools (Wireshark)
= Protocol analysis
- Countermeasures:
« Practice (2.5 hours):
= Packet capiure and analysis using Wireshark
Sniffing attacks and defenses
Module 2: Social Engineering (5 hours)
« Theaory (2.5 hours):
Social enginesnnyg tactics (phishing. pretexting)
o Human :;swhniugy n securty
o Countarmeasures
« Practice (2.5 hours):
= Social enginearing simulations (email phishing, phone phishing)
o Awareness tralning
Module 10: Denial-of-Service {5 hours)
« Theory (2.5 hours):
o DoS and DDoS attacks
o Attack vedators
Mitigation techniques
« Practice (2.5 hours):

= DoS/DDoS attack simulations using tools like Hping3, Low Orbit lan
Cannon

o DDoS mikgation techniques
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Module 11: Session Hijacking (5 hours)
« Theory (2.5 hours):
o Session managemeni concepls
» Session hijacking techniques (cookie poisoning, session fixation)
o Countermeasuras (HTTPS, session timeouts)
« Practice (2.5 hours):
v Session hijacking attacks using tools ke Burp Sulte
Impiementing secure session managemeant practices
Moduie 12: Evading IDS, Firewalls, and Honeypots (5 hours)
« Thaory (2.5 hours); .
o IDSNPS evasion techniques
o Firewall bypassing methods
= Honeypot detection
« Practice (2.5 hours):
e IDSNPS evasion lesting
v Firewall bypassing challenges
Honeypot detection and explotation
Module 13: Hacking Web Servers (5 hours)
« Theory (2.5 hours);
o Web server vulnerabilities (directory traversal, file Incluson)
= Web server attacks (HTTF floeding, brute force)
» Countermeasures (web application firewalis, intrusion detection)
« Practice (2.5 hours):
Web servar viinsrability scanning using tools like Nessus
Web sefver attack simuiabons
Web server hardening
Module 14: Hacking Web Applications (5 hours)
+ Thoory (2.5 hours):
Web application vulnerabllities (SQL Injection, cross-site seripting)
Web application attacks (session hijacking, cross-site requesi forgery)
o Countermeasures (input validation, output encoding)
5
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« Practice (2.5 hours}):
Web application vulnerability scanning using tools like Burp Suite

Web application penetration lesting
Securm ooding practices
Module 15: SQL Injection {5 hoursa)
« Theory (2.5 hours):
SAL injectian typas (bind, error-basad)
SOL injection prevertion
Countermeasures (parameterzed queries, stored procedures)
« Practice (2.5 hours):
SQOL injection attacks
o SQL injection prevention and detection
Module 16: Hacking Wireless Networks (5 hours)
« Theory (2.5 hours):
o Wirsless network vulnsrabilities (WEP. WRA. WPS)
Wireless hacking technigues (war driving, cracking)
Countermeasuras (WPAZ2, strang passwords)
« Practice {2.5 hours):
VVI-Fi auditing using tools like Alrorack-ng
Wireless network cracking
Wineless natwork security best practices
Module 17: Hacking Mobile Platforms (5 hours)
« Theory (2.5 hours):
Maobite platform vulnerabilities (Androld, I0S]
Mabile application seounty

L

&

Mobile device managemeant
» Practice (2.5 hours):
% Mabile application testing for vulnerabilites
Mobile device forensics
Mobile secunty best practices
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Module 18: loT Hacking (5 houra)
« Theory {2.5 hours):
> laT security challenges
= |oT sttack vectors
loT security best praclices
« Practice (2.5 hours):
o laT device vulnarability assessment
loT device hacking
ioT secunty hardening
Module 19: Cloud Computing (5 hours)
« Theory {2.56 hours}:
Cloud security modals
Cleud threats and vulnerabilities
Cloud security best praclices
+ Practice (2.5 hours):
Cloud security assesament
o+ Cloud penetration 1esting
- Cloud secunty configuration
Module 20: Cryptography (5 hours)
« Theory (2.5 hours):
Cryptographic algorithms (symmetric, asymmetric)
Crypingraphic protocols (TLS, SSL) '
Cryptographic atiacks
« Practice (2.5 hours):
= Cryptography implementation and testing
« Cryptography attacks and defences

=i
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{b) COURSE: CERTIFIED THREAT INTELLIGENCE ANALYST (C|TIA)

Course Overview

This 100-hour course is designed o provide a comprehensive understanding of
threat inteiligence, enabling students 1o effectively collect, analyse, and disseminate
actionable intelligence to protect organizations from cyber threals, The curriculum
emphasizes a 50/50 balance between theoretical knowledge and prachical
application

Course Structure

The course is divided inlo eight modubes, each focusing on a specific aspect of threat
intelligence.

Module 1: Introduction to Threat Intelligence (5 hours)
« Theory (2.5 hours):
= Definition and importance of threat intelligence
Threat intelligence ifecycie
. Threat intelligance frameworks (Diamond Model, Kill Chain)
Threat intelljgance value chaln
« Practice {2.5 h::mra}:
Threat intelligence use case scenarios
Threat intelligence platform overview
Module 2: Cyber Threats and Attack Frameworks (10 hours)
« Theory (5 hours):
o Types of cyber threats (APT, malware, Ransomware, ato.)
Attack methodologies (MITRE ATT&CK, Cyber Kill Chain)
o Threat actor profiles
Indicators of compramise (10Cs)
« Practice (5 hours);
o Threat actor profiling exercises
o0 analysis and corelation
Modute 3: Requirements, Planning, Direction, and Review (5 hours)
« Theory (2.5 hours):
Threat intelligence program developmeant
Stakeholder managemennl
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o Threat intelhigence requiremeants gathering
Measurnng threat inteligence affeclivenass
« Practice (2.5 hours):
Developing 2 threat imeliigence program roadmap
Threat intzlligence meatrics and KPIs
Module 4; Data Collection and Processing (10 hours)
« Theory {5 hours):
[ata sources (open-sourcs, proprietary. intemal)
Dala collection ischrigues {scraping, APIs. sensors)
o Data enrichmeant and narmalization
Data guality and governance
« Practice {5 hours):
Data collection using open-source Intelligence fools
- Data enrichment and normalization using seripting languages
Module 5: Data Analysis (15 hours)
« Theory (7.5 hours):
Threal inteliigence analysis techniques (STIX, TAXI)
Data visualization @nd storytelling
o Correlation and attribution
> Predictive analylics
« Practice (7.5 hours):
- Threat inteligence analysis using threat intelligence platforms
Data visualization and reporting
Correlation and attributlon exercises
Module 8; Intelligence Reporting and Dissemination (5 hours)
+» Theory (2.5 hours):
Threat inelligance report lormats
Effective communication of intelligence
= Inteligence dissemination channels
« Practice (2.5 hours):
» Creating threat intelligence reports
Tailoring inteliigance for different audiences
4
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Maodula 7: Threat Hunting and Detection (10 hours)
« Theory (5 hours):
Threat hunting concepis
Threat huniing methodologies
Intearation with sequrity operations
« Practice (5 hours):
Threat hunting simulations
Incident response planning

Module B: Threat Intelligence In SOC Operations, Incident Response, and Risk
Management (5 hours)

+ Theory (2.5 hours):
Threat intelligence integration with SOC
Threat intalligence for incident responsa
Thresat inteligence fof risk management
+ Practice (2.5 hours):
Threat intelligence-drnvan Incident responsa simulation

Risk assessment using threat inteligence

1)
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(¢} COURSE: CERTIFIED HACKING FORENSIC INVESTIGATOR (C[HFI) V11

Courss Overview

This 100-haur course s designed to provide a comprahensive understanding of
digital forensics, equipping students with the knowledge and skills to conduct
thorough jnvestigations and analyse digital evidence effectively. The cumiculum ls
structured with a 5050 balance of theoratical knowledge and practical application,

Course Structure

The course is divided into 15 modules, each focusing on a specific arsa of digital
fursnsics, h

Module 1: Computer Forensics in Today's World (5 hours)
« Theory (2.5 hours):
- Introduction to digital forensics
= The role of a digital forensic investigator
Legal and ethical considerations
The digital forensic process
» Practice (2.5 hours):
~ Case studies af high-proflle digital foransics cases
o Ethical hecking scenarios and forensic respansa
Module 2: Computer Forensics Investigation Process (5 hours)
+ Theory (2.5 hours):
The digital forensic investigation procass
Evidence collection and prasamnvation
Chaln of custody
Farensic tools and software
+ Practice (2.5 hours):
= Creating a forensic investigation plan
Docurnsnting evidence collection and chain of custody
Module 3: Understanding Hard Disks and File Systems (5 hours)
« Theory (2.5 hours):
o Hard disk anatomy
File system structures (FAT, NTFS, ext2/3/4)
Data recovery concepls
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« Practice (2.5 hours):
Disk imaging and analysis
Flie =ystem exploration using forensic tools
Module 4: Data Acquisition and Duplication [5 hours)
» Theory (2.5 hours):
o Dataacquisition methods (live, static)
Data duplication technigques
= Forensic imaging standards
» Practice (2.5 hours):
Pearforming live and static acgulsitions.
Creating forensic images
Verifying imags integrity
Module 5: Defeating Anti-Forensics Techniques (5 hours)
» Theory (2.5 hours):
Anti-torensics mathods (data wiping. encryption, sleganography)
Counte FI:HE;HELLWE and detection technigues
+ Practice (2.5 hours):
Analyzing data with anti-forensice techniques applied
Developing countermaasiures
Module 6: Windows Forensics (10 hours)
+ Theory (5 hours):
Windows file system structure
Registry analysis
Windows artifacts
» Practice (5 hours):
o Analyzing Windows: systems
Recovering deleted files
o Investigating Windows-based cimes
Module 7: Linux and Mac Forensics (5 hours)
« Theory (2.5 hours):
¢ Linux and Mag file system structures

i2
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Linux and Mac artifacts
o Cross-platform forensics
« Practice |2.5 hours):
= Analyzing Linux and Mac systems
Hecovering data from Linux and Mac systems

Module 8: Network Foransics (5 hours)
« Theory (2.5 hours):
Netwark forensies concepts
= Network traffic analysis
Digital evidence |n network communications
« Practice {2.5 hours}:
Network patket capture and analysis
Investigating network-based crimes
Module 9: Malware Forensics {5 hours)
» Theory (2.5 hours):
Malware types and behaviours
Malware analysis lechnigues
Malware incident response
« Practice (2.5 hours):
= Malware analysis using sandboxes
- Investigating malware infections
Module 10: Investigating Web Attacks (5 hours)
» Theory (2.5 hours):
Web application attacks
Web sarver fonensics
Digital evidence in web attacks
« Practice (2.5 hours):
Investigating web sarver logs
= Analyzing web application vulnerabilities
Modute 11: Dark Web Forensics (5 hours)
» Theory (2.5 hours):

13
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- The dark web and its role tn cnme
Investigating dark web activities
= Challenges in dark web forensics
« Practice (2.5 hours):
Using dark web search engines and markelplaces
v Analyzing dark web data
o ldentifying potential criminal activity
Module 12: Cloud Forensics (5 hours)
« Theory (2.5 hours):
v Cloud computing and forensic challenges
Cloud dala scquisition and preservation
Cloud-basad investigalions
« Practice (2.5 hours):
Cloud forensics lools and echniques
Investigating cloud-based Iincidents
Modula 13: Email and Social Media Forensics (5 hours)
+ Theory (2.5 hours);
Email and socidl medla as evidence sources
- Emall header analysis
Social media dala collection and analysis
+ Practice (2.5 hours):
Email forensics analysis and Sooial medla invastigations
Module 14: Mobile Forensics {10 hours)
« Theory (5 hours):
Mobile device architecture
Maobile oparating systems (105, Android)
= Moblle dats extraction and analysls
+ Practice (5 hoyrs):
Mabile device acquisition
Maobile data analysis using forensic toals
Mabile application forensics

4
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Module 15: loT Foransica (5 hours)
« Theory (2.5 hours):
- o devices and their farensic challenges
loT data acquisition and analysis
laT incident respanse
« Practice (2.5 hours):
loT daevice foransics
o loT data extracton and analys:s
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(d) COURSE: CERTIFIED PENETRATION TESTING PROFESSIONAL
(CIPENT)

Course Overview

This 100-hour course Is designed to provide a comprehensive understanding of
penetration testing methodologies, tools, and technigues. If aligns with the CIPENT
exam objectives, emphasizing 8 50/50 balance between theoretical knowledge and
practical application

Course Structure

The course = divided into 14 modules, each focusing on a specific area of
penetration testing.

Module 1: Introduction to Penetration Testing and Mathodologles (5 hours)
+ Theory (2.5 hours):
Definition of penatration testing
Penetration testing methodologies (black box, white box, grey box)
Legal and ethical considerations
Relationship to ather securily disciplines
+ Practice (2.5 hours):
Ethical hacking policy creation:
= Risk assessmeant and managemsant
Module 2: Penetration Testing Scoping and Engagemant (5§ hours)
« Theory (2.6 hours):
Panstration testing Iifecyche
Scoping and planning
Contract negotiation
Communication with cllents
« Practice (2.5 hours):
Creating penetration festing projact plans
Dnualupfn'g ergagement contracts
Moduls 3: Open-Source Intelligence (OSINT) (5 hours)
« Theory (2.5 hours):
o DSINT technigues and tools
v Sogial madia intaligence

L&
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» Dark wab rasearch P

« Practice (2.5 hours):
= Conducting OSINT investigabons on target arganizations
- Building mtelligence reparts
Module 4: Social Enginoering Penetration Testing (5 hours)
» Theory (2.5 hours):
, Soclal engineering principles
. Aftack vectors (phishing, pretexting, balting)
o Countermedsures
« Practice (2.5 hours):
Social engineanng simulations
Awareness traming
Moduls 5: Natwork Penatration Testing — External {10 hours)
« Theory (5 hours):
= Network reconnaissance
Vulnerability scanning
Exploitation
Post-axploltation
« Practice {5 hours):
External penstration testing using tools like Nmap, Mstasploit
Expioitation of vuingrabilities
Module 8: Network Penetration Testing - Internal (10 hours)
« Theory (5 hours):
= Intemal network assessment
= Agtive diractory exploltation
Lateral movament
Privilege escalation
« Practice (5 hours):
o Internal penstration testing simulations
- Active directory expioitation
Module 7: Network Panetration Testing - Parimeter Devices (5 hours)
+ Theory (2.5 hours):
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Panmater device vuingrabiiities
Firewsll testing
IDS/IPS evasion
» Practice (2.5 hours):
Firewall testing and bypassing
IDSAPS evasion lechnigues
Module 8: Web Application Penetration Testing (10 hours)
» Theory (5 hours):
= Web applicalion vulnerabilities (OWASP Top 10)
Web application attack methodologies
Web application security testing tools
« Practice (5 hours):
Web application penetration testing using Burp Sulte
Exploiting web application vulnerabilities
Module 9: Wireless Penetration Testing (5 hours)
« Theory (2.5 hours):
Wireless network fundamenials
Wireless secunty protocolis (WEP, WPA, WPAZ2)
Wireless attack methodologies (war driving, cracking)
Countermeasures
« Practice (2.5 hours):
o Wireless network auditing using tools like Alrcrack-ng
o Wireless network cracking
Wireless network security best practices
Module 10: loT Penatration Testing (5 hours)
+« Theory (2.5 hours):
loT devies vulnerabilities
loT attack surface
= loT secunty testing methedologies
+ Practice (2.5 hours):
= loT device reconnaissance
= loT device hacking

18
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loT security assessment -
Modute 11: OT and SCADA Penetration Testing (5 hours)
« Theory (2.5 hours):
= OT and SCADA systerm overview
= OT and SCADA security risks
Peretration testing methoedologies for OT/SCADA
« Practice (2.5 hours):
o OTISCADA network reconnaissance
= OTISCADA system vulnerability assessment
= QTISCADA mncident response simulation
Module 12: Cloud Pensetration Testing (5 hours)
« Theory (2.5 hours):
Cloud security models
Cloud-based threats and vulnerabilities

= Cloud penetration testing methodologies
« Practice (2.5 hours):
o Cloud infrastructure assessmaint
o Cloud application penetration testing
o Cloud data secunty testing
Module 13: Binary Analysis and Exploitation (5 hours)
+ Theory (2.5 hours):
Reverse enginearing concepts
- Binary analysis techniques
. Exploit developrment
+ Practice (2.5 hours):
Biriary analysis Using fools like IDA Pro, Ghidra
Exploit davalapmisnt
Module 14: Report Writing and Post Testing Actions {5 hours)
+ Theory (2.5 hours);
= Penetration testing report struclure
o Vulnerablity assessment and risk rating
Remediation recommendations

&
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« Practice (2.5 hours):
o Crealing penatration testing reports
o Developing remediation plans
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(e) COURSE: CERTIFIED APPLICATION SECURITY ENGINEER

Course Dverview

This 100-hour course |s designed to equip participants with the knowiedge and skills
hecessary 1o become Cerified Application Security Engineers. The curriculum s
siructured with = balanced approach of 60% theory and 50% prachcal exercizes to
ansure a comprehensive understanding of application security principles and their
application In real-world scenarios.

Course Structure

The course i¢ divided into ten medules, each focusing on a specific aspect of
application security

Module 1: Understanding Application Security, Threats, and Attacks (10 hours)
« Theory {5 hours).
= Definition of application sacurity
= The OWASP Top 10 and other threat ¢lassifications
= Attack vectors (injection, cross-site scripting, SQL injection, efc.)
Impagt of vulnerabilities on organizations
+ Practice (5 hours):
Hands-on exercises on vulnerability identification
Threat rmodeling workshops:
Case studies of reat-world altacks
Module 2: Security Requirements Gathering (5 hours)
« Theory (2.5 hours):
= Impotance of security requirements
Threat medeling techniques (STRIDE, OCTAVE, etc,)
Risk assessmeant methodelogies
« Practice (2.5 hours):
= Conducting threat modeling exercises
Risk assessment workshops
Greating security requirements documants
Module 3: Secure Application Design and Architecture (10 hours)
+ Theory |5 hours):
» Seeurity by dasign principles

2]
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o Secure architecture pattemns
o Defense-in-depth strategies

« Practice (5 hours):
o Designing secure architectures
v Code review for security vulnerabilities
Architectural risk analysls
Module 4: Secure Coding Practices for Input Validation (10 hours)
« Theory |5 hours):
o Input validation techniques
o Prevanting Injection atlacks
« Handling sensitive data
« Practice (5 hours):
Coding éxarcises with input validation
o Code review for input validation flaws
o Mulnerahility testing for input walidation

Module §: Secure Coding Practices for Authantication and Authorization (10
hours)

« Theory (5 hours):
¢ Authentication mechanisms (password-based, token-based, biometrio)
Authorization models (role-based, attribute-based)
Secura session management
« Practice (5 hours):
¢ Implemeanting authentication and authorizaticn
Session management testing
Vulnerability assessment for authentication and authorization
Module 6: Secure Coding Practices for Cryptogra phy (10 hours)
« Theory (5 hours):
= Cryptagraphic algonthms and key management
Secure key storage and distribution
= Data encryption and decryplion
« Practice (5 hours):
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Cryptography Implementation exercises
s Cryptographic key managameant practices
o Cryptographic vuinerabiiity assesament
Module 7: Secure Coding Practices for Session Management (5 hours)
«  Theory (2.5 hours):
Session managament concepts
Session hijacking prevention
o Sesaion timeout and expiration
« Practice (2.5 hours):
o Implementing secure sassion management
Session management testing
Vulnerability assessmenl for session managamant
Module B: Secure Coding Practices for Error Handling (5 hours)
« Theory (2.5 hours):
- Error handling best practices
Preventing information leakage
Handling axceptions gracefully
+ Practice (2.5 houra):
Error handling code implementation
Efrod handling testng
- Vulnerability assessment for emor handling

Module §: Static and Dynamic Application Security Testing (SAST & DAST)
(10 hours)

« Theory (5 hours):
= SAST and DAST concapts
- False positives and false nagatives
- Integration of SAST and DAST
« Practice (5 hours):
Hands-on SAST and DAST tool usaga
= Mulnerability scanning and remediation
SAST and DAST report analysis
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Module 10: Sedure Deployment and Maintenance (10 hours)
« Theory (5 hours):
Secure deployment praciices
Vulnerability management
Incident response planning
« Practice (5 hours):
Deployment security checkiist
Vulnerability scanning and patching
Incident response simulabon
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3. COURSE: FULL STACK WEB DEVELOPMENT COURSE (PYTHON
BACKEND) WITH SHAREPOINT

Course Overview

This 200-hour course iz designed 1o equip paricipants with the knowledgs and skills
necassary to become a full-stack web developar, focusing on Python for back-end
development. Yeu'll leam to buiid dynamic and interactive web applicatons fram
‘scratch, mastering bath front-and and back-end fechnologies. The curmiculum s
structured with a balanced approach of §0% theory and 50% practical exercises {o
ensure a comprehensive undaerstanding of application security principles and their
application in realworld scenarios

Course Structure:

The course is divided into 14 modules (08-Python backend & D8-MS SharePoint),
with hands-on labs, projects. and assignments Integrated throughou! the program
additionally this course Integrated with Microsaft SharePoint which snhance the
knowledge of working professional.

PART-I
(FULL STACK WEB DEVELOPMENT COURSE {PYTHON BACKEND)

Module 1: Frant-End Development Fundamentals (30 Hrs)

- Introduction o HTMLE
5 Cascading Style Sheets (CS83)
: Responsive Web Design (RWD)
- JavaScript Fundamentals

DOM Manipulation

Module 2: Advanced Front-End Devalopment (35 Hra)

o JavaScript Framewortks (Choose Ona)
o Componenl-Based Architeciure
From-End Bulld Tooks
Client-Side Routing
APls and AJAX

Module 3: Python Programming Fundamentals (30 Hrs)

Introduction to Python
Data Structures and Algonthms
- Version Control with Git
- Testing with Pythan Libranes
Debugging Techniques
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Module 4: Python for Back-End Development (35 Hrs)

o Wab Framewotks with Python (Focus on Django)

o Databases with Python

= Object-Relational Mappers (ORMs)

- User Authentication and Authotization

o RESTIul APl Development with Django REST framework

Module 5: Full-Stack Integration and Deployment (20 Hrs)
a  Front-End and Back-End Communication
o Securty Best Practices
o Deploymen! Stralegies
o Server Administration Fundamentals:
o (CHCD)
Module 6: Project Development (on Saturday/Weekand)

o Full-Stack Projeat Developmeant

PART-Il
MICROSOFT SHAREPQINT 18 COURSE QUTLINE

Module 1: Introduction to SharePoint 19 (02 Hrs)

= Qverview of SharePoint 18 (Online & On-Premises)
+ Key benefits and use cases of SharePoint
= Undersianding the SharePoint archilecture
Exploring the modern and classic SharaPoint experiences

Module 2: Navigating SharePoint 19 (03 Hrs)

o User interface overview (Lists, Libranes, Sites, Navigation)
o Working with different site views

Search functionalities and filters

Introduction to SharePeint sethings

Module 3: Creating and Managing Sites (05 Hrs)

Understanding different types of SharePoint sites  [Team
Communication sites, efc.)

Creating rew SharePolnt sites (Moderm & Classic)

Canfiguring site sallings (navigstion, branding, permissions)

Managing existing SharePaoint sites

Maodule 4: Working with Lists and Librarles (07 Hrs)
26

siles,
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Greating and gustomizing lists and libranes

Different types of list and library templates

Adding and managing views (defaull, custom)
- \Warking with listfibrary llems (creating, sditing, delsting)
- Version control and content management

Module 5; Collaboration Features (07 Hrs)

= Document sharing and co-authoring

- Utilizing team calendars and lasks
VWorking with workflows and approvais
\Jsing SharePoint news and announcements

Module B: Security and Permissions (05 Hrs)

Uniderstanding user roles and permissions in SharaPoint
Seatting permissions an sites, lists, and libranes
o Working with SharePont groups and securnty best practices

Module 7: Search and Content Management (06 Hrs)

Advanced search functioralities in SharePoint
Metadata and content tagging for better organization
+  Managing versions and contant [ifecycle
4 Integrating SharaPoint with other Office 365 apps

Module 8: Additional Resources and Best Practicea (05 Hrs)

Introduction to SharePoint daveiopment options (optional)

- Exploring Microsoft Learn for further training resources
Sharing best practices for effective SharePoint usage
Q&A and course wrap-up
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3. COURSE: ADVANCED HARDWARE AND NETWORKING
Course Ovaerview

This 100-hour course s designed lo provide Knowledge and practical skills
necessary to understand computer hardware, network infrastructure, and their
interaction. It prepares you for IT suppart reles. It emphasizing a 50/50 balance
batwaen theoretical knowladge and practical application

Course Structure:

The course & divided into s madules, with hands-on labs, simulations, and practical
exercises integrated throughaut the program

Module 1: Introduction to Computer Hardware (15 Hrs)

Companants of a Computer Systam

Assembling and Disassembling a Computer
Operating Systems (OS) Fundamentals

Peripheral Devices, Troubleshooting Hardware Issues

Module 2: Advanced Hardware and Paripherals (15 Hrs)

Motharoeard Components

- Storage Technologies

- Memory Management

- Printers and Networking Peripharals
Troubleshooting Advanced Hardware fssues

Module 3: Networking Essentials (20 Hrs)

Metwork Fundamentals
Network Devices
« Metwork Cabling and Standards
o 1P Addressing and Subnelting
o Metwork Configuration and Management

Module 4: Local Area Networks (LANs) (20 Hrs)

LAN Design and Implementation

s Netwark Opsrating Systems (NOS)
Metwork Security Fundamentats
Troubleshooting Natwaork Connectivity Issues
Virtualization Technologles

=

Module 5: Wide Area Networks (WANs) and Network Services (20 Hrs)

VAN Technologles
- Remote Access Solufions
o Network Services (DNS, DHCP)

=
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o Natwork Menitonng and Troubleshooting Tools
o Network Secunty Best Practices

Module &: Simulations and Practice (10 Hrs)

¢ Simulations and Practice Tests

e Assessment
Regular quizzes and hands-on lab sssessments throughout the course
Practical exarcises simulating real-world network troubleshooting scenarios
Final exam to evaluate comprehensive understanding of course maternial

Additional Considerations for all above mentioned IT courses:

» Lab Environment: A dedicated lab environment with various operating
systems, network configurations, and vulnerable systems Is essential for hands-an
practice

« Tool Proficiency: Ensure students gain proficiency In commonly ussd
ethical hacking tools like Metasploit. Kali Linux, Burp Suite, and Wireshark,

« Certification Alignment: Align the ocumculum with the [atest CEH vi2
axam chjectives (o maximize exam SuUccess.

+ Ethical Hacking Competitions: Encourage students o parficipate in
ethical hacking competitions to enhance practical skills and problem-salving
abilities

Delivery Mathods

« Lectures and presentations

+ Hands-on labs and exercises

« Group discussions and casa studes

» Online resources and 100(s
Assessment

« Assignments and projects

« Practical exercises and code reviews

»  Quizzes and sxams

« Final project

Note: This curficulum provides a general outiine and can be custormized based on
spedific learming objectives, target audience, and available resources, It is essential
io incorporate realworld examples, industry best practices, and emerging threals
throughout the course.

o




Appendix ‘B’
(Refers to Part |l
Para 1 Wi of the RFP
UALIFICATION AND OF INSTRUCTOR
Level of Education Experignce on Experience on Desirable
Course Qualification Teaching Job Qualification =~
' EC-Council Certified
Carfified
Ethical Instructor
Hackar V12 i
: Full time associated
CEH-v1Z and accredited trainer
Cetified EC-Counci| Certified
Threat Instructor
Intslipence
Analyst Full time associated
(CTIA) and accredited trainer
Yrs S ertif
ir?r}lﬂiglnsrlﬁlnrrzll..r:.ﬂ.tr"y' ELCaunci ed
ot | B TechM Tech Instructor
; (Comp b) Associated |
|Formrsic | o Cignca/tTICyber .Eml u e Full fime associated
. {E"'H“*'Ffbg Seourity/MCA | trainar and accredited trainer
— — : S Years working | EC-Council Centified
Certifind [ () Authorzalion | o panence  in'| Instructar
Penetration from respeciive | reigvant
Tesing OEM field/Project Full time associated
[ ) (d) Should have expanance | and accredited trainet
e conducted ab b EC-Councill Certified
Apglication 10 batches of Instructor
Engi : trasning Full time associated
nginser independsnt M e ™
_ {{:AE'.E_;_ / | and accredited trainer
mu:nmd (2] Good
arh/M communication ;
Designing/Full Pch Tech kille Full ime associated
Stack Web Ec?angenfl IMCA and accredited tralner
v !
sin an 1] :
= CCNA Cariified
Advanced B Tech/M Tash Instructor
Hardware and | [Comp Full i iatad
Networiing | Science/ITYMGA me assoc
and accredited lraingr




Appendix 'C'

(Refers 1o Part Il
Fara 1 i) of the RFP}
FORMAT OF LESSON PLAN
Course Name
Total Modula
Prepared by
Madul | Duration
=g Topic Index/ Module Description (Topic/Module covered in
Irienee Hrs,)
1 introduction to Ethical Hacking 5 Hrs.
- Foot printing and Reconnalssance 5 Hrs.
3 Scanning Networks " SHrs.
19. | Cloud Computing 5 Hrs,
20 Cryptography 5 Hrs.
and Continue
Foermal of Block Training Programme:-
Days - Course Name B
Spjuglun 1 (Marning) B Sessjon 2 (Afternoon)
Day 1 Module 1, Module 2 Module 3
Day 2 Moduie 4, Module 5 Mm_d ke 6, Module 7
Day 3 Module 8, Madule B Module 10, Modula 11
Diay 4 Moduie 12, | Module 13, Module 14
Day &
| Day 6 And continue |
{Signature of Dean Academics/
Director/CEOQ/ or Authorized

Persan)




Appendix ‘D"
o
Para 1 (h) {il} of the RFF]

STANDARDIZATION OF EXAMS

Depending upon the efforts required to salve a problem, the questions will have following
difficulty levels

Level-1 Questions which can be answered direclly by selecting from given
choicas/clues

Level Il - Questions for which solulion can be dertved by applying simple formulas
and - expressions,

Level-li . Questions for which Solutlens can be derived by applying formulae /
exprassions o fonm an intermediate result and applying another formulaelexpressions on
them.

Module Tests are to be conducted at the end of each module and consisting of objective
(MCQ, True/False, Fill-in-blanks and matching columns) descriptive typas of questions are
1o be avoided whenever possible. Duration 60 minutes and maximum marks 100, For
selection of questions, following criteria to be applied.

{a) Sectioni - 20% questions of difficulty level -1
(Al Objective type)

(by  Section ll 20% quesiions of difficulty level - Il and 20% fram level 111,
(This section will consist of objective types)

(c)  Section Hi 40% practical evaluation

At the end of the course, all the trainees are 1o be graded on a nine point scale bassad on
their performance in the examinationsitests. The grading will b= as per the lellowing
M.

| Grading index (in nine point | Grade 1o be awarded
 scale) _
_8.1-and above Exceptonal
| 7080 Above Avarage
6.5-6.99 Average Plus
8.0-549 High Average
5.3-5.99, Avarage -
Below 5.5 Below Average

Nots The abave cenditions ars rict applicable to EC Council course




!"
Refers to 1l
Fara 1 (]} (i) of the RFP)

ATTENDENGE SHEET
Service No. | Rank | Name | Branch/ | Data Date Date Cate
Trade B
dd dimmiyy ddimmiyy | ddimmiyy
M A M 1A M TA M A




Description: Procuremaent of IT Training Courses:

| Remarks
sl lPFﬂIH:_'I.HI c Acceptance [Wnﬂ
No. | Clause of RFP e (YealNo} = amplification
3 1| Erp—. Text, if any)
Validity of Quotes/Bids {120 days
1. |panl | Fag2 | from the last date of submission of
the Bids)
l The Bidders are reguirad to submit
2 Panl Page | Earnest Money Deposit (EMD) for
% | Para 18 |NoB | an amount of Rs. 2,20,000/- along
| with bid._
Pan | Page
3 Parn 18 | No & Craduction of TDS
Part Hl Png& :
4 Paral |NO.7 Schedule of Requirement
EIF'Eft Il P R
5 |paaa |Noqy |Contignes (piase specily)
Partl | Page | |
B leams |No 11 Inspection Authorily
Partlll | Page
™ |parm9 |No. 13 |LP clause
8 Part V' | Page | Performance Bank Guarantes
| Para2 |No.i8 |@5%
| PanV | Page
8 Parad | No.18 Tolerance Clause
Pativ | Paye
10. Para 5 | No. 18 Payment Tamms




Part IV | Page .
1. Para8 | No 18 Fall Clause
PartV | Page N
2 | para 10 | Nozo | SPestficatian
| Pan v | Pags .
13 Bars 11 | No 20 Franking Clause
1. |Patv | 28° | Evalation Criteria
| T _
6, [EEY joes. CommersiaiPrioe Bid Format
16 -E::.' 4 |Page II'IM'IE!I'IEI' cartificatesidocumants
| (=) Nod | submitted as per Annexure "I
g7 | Allths ottier TEC's as mentioned in the RFP are aiso
- | accepted
Date. Instityte’ Seal Signatume of
Authorized Representative/Designation
Mote: Bidders are adwvised to study the TenderBid Document carefully.

Suhmission ﬂﬂﬁEfﬁsha!ihtﬁwnﬂ to have hean done affer carelully studying
and examination of all instructions, eligibilty oiterion, ferms and reqlirement
specification’ contained in the tenderBid document with full understanding of its
implications.

b




Annexure ‘II' |
(Refers lo Part | Para 4 ()

(Refers to Part | Para 5 (e) of the RFP)

st. | wecuments! i
No,  ftem Description/ Certificates/Documents  Certificates to be (State whother
' submitted physically pmpresaiie)
— - Yes | No)
Eamest Monay Deposit (EMD)
1 (Refers 1o Part | Para 4 (a) & EMD to be submitied
Part | Para 16 of the RFP)
GS5T Reg Certificats GST regstration
p certilicate lo be
(Refars to Part | Para 4 (b) of the RFP) submitiad
The copy of RFP duly stamped & signed on | ooy o 10w Siened -
3, |[Blpeges . copy of RFP (afl Pages)
(Refars to Pan | Para 4 (c) of the RFF) £ b sHhmios
Z Tender Acceplance Lettar ﬂﬂﬂmﬂﬁ' W of RFP 1o
(Refers to Part | Para 4 (d) of the RFP) [PeAHtTHRod
Has fhe Institute been blackliztsd by any :.‘»fnf
the offices of Central or State Govt. of any 2
5. | its other customers? ?Emﬁmmh
Refers to Part | Para 5 {a) of the RFF)
¢ there 15 legal action being taken
against instiiite for any cause in any legal
8. | |urisdiction in the tast five years SN Wi vied ooruse
(Refers to Part | Para & (b) of the RFF)
Certificale of annual Turnover Audited annual
F accounts repoet of kast
{Refers to Pan | Para 5 (c) of the RFP) three financial years
Institute should be an authotized training
partner of EC Council Authorization Cartificate
@ o be submiitad
| (Refersto Part Para & (d) of the RFP)
Trainet educational qualfications Relevant cerificate to
- be submitted




Accreditation/approval/Auttionzation |
1o | ceriicat Relevant certificate to |
. be submitted
(Refers to Part | Para 5 (f) of the RFP) I
Proof of past training history Relevant carifficate to
11 be submitted

|| (Refers 1o Part | Para 5 (g) of the RFP)

" institute must have at least 10 years of.

4o | experience in sama field Relevant cerificate o
: be subimitted

_(Refers1o Part | Pama 5 (h) of the RFP)

| Whather Institule provide u valid verifiable
43, | Coursa completion cerificata. Please state

| (Refers to Part | Para 5 (j) of the RFP)

Date: Institute’ Seal Signature of
Authorized Represantative/Designation

Nate: Instiutes are requested to place all cerdificale/document serially and numbered




Institute’s Name:

Nama of the courses including training
materials

n re "'

Rafars lo P

1P

And Part V Para 3 of the RFP)

candidates
in sach
courss
batch

Total
(3X4X5)

2
Cyber Security Courses

5
20

Full Stack Web Developer Using
Python Backend

Total Basic Price

Advanced Hardware and Networking

20

20

Ary other itam

Security Courses *

EC-Coundll Ceriification fee for Cyber |

20

Is GST extra? If yes, then mention the

| following:

Total value on which GST is leviable:

Rate of GST:

(i}
(h)

Total value of GST leviable:

| i= Service Tax extra? If yes, then

mention the following:

()

Total value of Services on which Service

Tax is leviabie

(il)
()

| Rate of Service Tax leviatile

Totat value of Sernce Tax leviable:

Ul

Any other Taxes / Duties / Overheads /
Other cosls:

(k)

Grand Total:
{withaut adding row (T})

Grand Total amount in words
(without adding row (f));

(1

Grand Total:
(with adding row N

' Grand Total amount in words
{without adding row (1))

Daie & StEmp

Authanssd Signature



A
(Relers to Part | Para 4 (d)
And Pait V Para 4 of the RFP)

TENDER ACCEPATANCE LETTER
{To besubmitted on Institutes’ Latter Head)

Ta,
Air Officer Commanding,
11 BRD
Air Force Station
Ciihar, Nashik- 422221

Sub: Acceptance of Tender and Terms & Conditions of Tender.

Tender Reference No. 11BRDI4724MAT BM.II DATED 06 DEC 24
Name of Tendar. INVITATION OF BIDS FOR PROCUREMENT OF IT TRAINING
COURSES UNDER TWD BID SYSTEM

Dear Sir.

1. | e have downloaded/oblained the tendar document(s) for the mentianed
"Tender' from the wabsite/Mall:

as per your atlvertisemsnit, given in the above mentioned website/Mall,

2. I Wa hareby cardfify that | We read the antire tarms and conditions of the tendsr
documants from Page No- te (including all document like

annexure{s], Appendit(s), Annexura{s),elc.) from part of the conlract agreemant and
I/We shall abide hereby by thelr lemis/conditions/ciauses containad thamsin.

3. The cotrinendum(s) issued from tima o tima by your department lorganization
lo have also besin taked inlo consideration, while submitting this acceptance lotier.

4. | \We hereby unconditionally accept the tetmns & conditions of above mantioned
tendar documant(sjicoirigendumis) in its totalitylentirety

5 In casa any provisions of this lender are found wolsted . than your
depanmentiorgamization shall without prejudice to any other nght or remady be &t
liverty to miect this tenderbid including foreiture of the eamest money depost
absolutaly. and necessary action be initiated as per terms & conditions of the tander
docurment and extant rule of Govt. of India,

Yours Sincaraly,

(Authtolsed Signatory with Official seal)



